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01 Welcome

Steve Sands, 
Partner and Mercer  
Private Wealth UK Leader

NHS waiting times are getting 
longer, with 7.4 million people 
in England currently on a list 
for treatment, according to 
the latest data.1 Some 371,000 
patients have been waiting 
more than 12 months — a 
number 292 times higher than 
before the pandemic — due to 
a variety of factors including 
budget cuts, industrial action 
and Covid-19.

The impact on people’s health and 
general wellbeing is clear, but there are 
other, less obvious issues too. Waiting 
for treatment may not only exacerbate 
a medical condition, but can also create 
anxiety. Patients often worry about 
"falling between the cracks" as the NHS 
struggles to keep pace with the volume 
and complexity of a nation’s conditions. 
A suspected "hidden backlog" of 
patients who have either not presented 

or had referrals cancelled due to the 
lingering impact of the pandemic, 
could also add to the numbers of those 
needing care. 

All this uncertainty can complicate 
wider life choices, including important 
financial decisions such as deciding 
when to retire or downsize. There is a 
way to take back control, though. 

Once relatively rare in the UK, there 
has been a growing appetite for 
private medical insurance (PMI). In 
April, YouGov2 reported that one in 
eight Britons (13%) had used private 
healthcare in the previous 12 months. 

Read on to hear from Katie Cook (Head 
of Consumer Healthcare for Mercer 
Marsh Benefits) as she looks further into 
how you can ensure your health is taken 
care of, and who to go to should you 
require any more information.

We also examine the ongoing risk of 
financial fraud, identity theft, the key 
indicators to look out for and how 

Mercer are doing all they can to protect 
you and your family from such attacks. 
As the cost-of-living crisis continues 
to affect many in the UK and financial 
vulnerability increases, there is a 
corresponding increase in the number 
of fraudsters trying to take advantage 
of those in challenging circumstances.  
The increasingly imaginative ways that 
fraudsters will use in order to access 
your money means that virtually anyone 
can be impacted by a scam. There is 
no profile of a typical fraud victim and 
everyone is at risk. Please read on to 
hear from Nick Eade, Mercer Private 
Wealth’s Head of Operations on how you 
can protect yourself from cyber attacks 
and becoming financially vulnerable.
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02 Time is money

Katie Cook, 
Head of Consumer Healthcare  
Mercer Marsh Benefits UK

Time is an important 
factor when considering 
one’s health, and not 
only for critical or life-
threatening issues. Those 
nearing retirement or who 
have already left behind 
demanding careers may 
want to dedicate more time 
to family and loved ones, or 
simply embrace their life to 
the fullest. 

Waiting months for hip-replacement 
surgery could keep a patient from 
going on a holiday of a lifetime, 
keeping fit, walking a loved one down 
the aisle or being able to dance at a 
wedding, adding to the frustration and 
anxiety that could cause a drop in both 
overall and mental health. According 
to the most recent data,3 there were 
approximately 410,983 people in 
England waiting more than 52 weeks for 
planned treatment, such as hip or knee 
replacements. 

Private Medical Insurance (PMI) is 
providing millions with the healthcare 
services they need, at a time that suits 
them, while also easing the burden 
on a strained NHS. The private and 
public healthcare systems co-exist 
for the benefit of patients, and many 
consultants and specialists work  
across both. 

Like any financial product, PMI can play 
a role in a person’s holistic financial 
plan. Packages can be tailored to the 
individual, helping ensure benefits are 
well-suited for their and their loved ones’ 
unique requirements. 

PMI is much more than just a way of 
accessing healthcare more efficiently. 
Having the right cover in place can 
help us all be prepared for the future, 
embedding greater security into 
financial affairs and giving peace  
of mind. 

For many, PMI is one solution to the 
unpredictability of life.

Plan with confidence

PMI has become a tool to help people 
plan for the future with greater 
confidence, allowing them to think about 
their finances and pursue the lifestyles 
they want. It can also offer greater 
control over managing the processes 
around health and wellbeing, allowing 
people to live their life on their terms, 
with treatment and attention at a time 
and a place that most closely meets  
their needs. 

To find out more about the role PMI can 
play in a holistic financial plan, please 
reach out to your financial planner who 
will put you in contact with someone 
from the team.
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With around 40 million adults 
targeted by scammers in the 
first quarter of 2023 alone, 
according to Citizens Advice,4 
it is vitally important that you 
remain vigilant when dealing 
with people regarding your 
money. 

The good news is that you can take 
precautions to protect yourself and 
Citizens Advice suggests looking out for 
a number of key warning signs:

•	 An offer that seems too good to be 
true. Scammers lure consumers in 
with promises of cheap deals or high 
returns. If something seems too good 
to be true, it probably is.

•	 Communications that don’t 
appear genuine. It’s common for 
scammers to impersonate legitimate 
organisations such as energy 
companies or government bodies. 
If in doubt, get in touch with the 
company directly to check if the 
communication really is from them.

•	 You are being pressured to act 
quickly. One tactic scammers use is 
putting pressure on their victims to 
act quickly, with promises of time-
limited deals, or warnings of negative 
consequences if action isn’t taken. 
If you are being asked to transfer 
money or provide personal details 
urgently, you may be the target of a 
scam.

•	 You are being asked to use an 
unusual payment method. If an 
organisation you have dealt with in 
the past is asking you to pay in a new 
way — such as transferring money 
to an account you don’t recognise, 
or using a new payment link — the 
request may not be legitimate.

•	 You have been asked to provide 
personal information. If you receive 
an email or text message asking 
you for information such as a PIN or 
password, do not provide it. Genuine 
companies will not ask you to send 
these details over text or email. 

03 Financial fraud

Nick Eade, 
Head of Advisory Operations 
Mercer Private Wealth UK

One tactic 
scammers use is 
putting pressure 
on their victims 
to act quickly, 
with promises 
of time-limited 
deals, or warnings 
of negative 
consequences. 
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Financial fraud 

In addition to the above, there is a national awareness 
campaign called "Take Five", which is backed by UK finance 
establishments and the government. This urges you to 
stop and consider whether a request to provide personal 
or financial information is genuine and whether what 
you’re being told really makes sense.

Remember, Mercer, your bank or the police will never:

•	 Phone and ask you for your PIN or full banking 
password, even by tapping them into your  
phone keypad.

•	 Ask you to withdraw money to hand over for  
safe-keeping.

•	 Ask you to transfer money to a safe account, even in 
your name, for fraud reasons.

•	 Send someone to your home to collect cash, PIN, cards 
or cheque books if you are a victim of fraud.

•	 Ask you to purchase goods using your card and then 
hand them over for safe-keeping.

As noted above, if you are ever in doubt that an email or 
text is legitimate, contact the company the message claims 
to be from directly. Make sure you get in touch using the 
organisation’s official channels rather than details provided 
in the suspicious message
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04 How does Mercer protect you 
against financial crime?

The connection between 
all of the above is your own 
personal and financial data, 
as without that a fraudster 
will find it very difficult to 
access your assets 

Keeping your data safe should be of the 
highest priority not only for you, but also 
for the people who act for you; at Mercer, 
how we manage your data has always 
been vitally important.

Naturally, we will need information 
about your personal and financial 
circumstances in order to provide you 
with advice, but whenever that data is 
transferred between us, any related 
third parties or is stored on our system, 
we have robust procedures in place to 
minimise the risk to both you and us.

Stringent processes and staff 
awareness

Our commitment to keeping your  
data safe starts with our direct dealings 
with you.

Where we are required to request or 
share data with you, or any related third 
party, our processes require that to be 
fully encrypted either end to end, or via 
secure password protection.

We also require all colleagues to 
complete annual information security 
and privacy training, and conduct 
regular phishing awareness campaigns 
to support colleagues in identifying and 
reporting phishing.

Nick Eade, 
Head of Advisory Operations 
Mercer Private Wealth UK
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How do Mercer protect you against financial crime?

Review of third-party providers

We have procedures in place to assess  
the information and cyber-security 
practices of third-party providers (e.g. 
insurance companies, subcontractors  
and vendors). 

We utilise questionnaires, meetings and 
inspections as appropriate and in line 
with applicable legal and regulatory 
requirements. Access to data or company 
systems by such third parties is permitted 
only after completion of a risk assessment 
and periodic re-assessments of a third 
party’s security measures are performed 
using a risk-based approach. 

Review of third-party contracts and 
service agreements can include review 
by our legal and compliance, information 
security, IT internal audit, and other 
teams as appropriate. Upon such review, 
contracts will include security and privacy 
terms and conditions commensurate with 
the types of services provided by the third 
party (including contract and temporary 
personnel).

Data-security programme

Once your data is on our systems, 
our vigilance does not end there.  Our 
cyber-security programme focuses on 
prevention, detection and response. 

Prevention

Within Mercer we have a number of 
mechanisms in place to prevent data 
security breaches, including:

•	 The segregation of areas of our 
network to protect client and  
company information

•	 Endpoint detection of viruses  
and threats

•	 Multi-Factor Authentication (MFA) 
for externally facing applications 
and Data at Rest Encryption (DARE) 
for applications with restricted or 
confidential data

•	 Annual network penetration tests 
and threat hunts of our network 
infrastructure

Detection

We monitor company systems and 
our network continuously for system 
performance, availability and to detect 
intrusion attempts.

System and security event logs are 
enabled to capture events including 
success or failure of login attempts, 
account creation or modification activities, 
and we also have a dedicated cyber 
security incident response team for 
incidents that impact client data and 
personal information.

The cyber-security incident response 
team is responsible for defining relevant 
IT security incident response actions, 
providing direction to responder teams, 
conducting forensics investigations, and 
working with the privacy team (and as 
needed, with other internal functional 
areas such as HR, legal and compliance, 
IT and operations) to support external 
notification procedures.
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How do Mercer protect you against financial crime?

Response

We have a dedicated cyber-security incident-response team for  
incidents that impact client data and personal information.

The cyber-security incident-response team is responsible for defining 
relevant IT-security incident- response actions, providing direction to 
responder teams, conducting forensics investigations, and working  
with the Privacy team (and as needed, with other key internal  
functional areas) to support external notification procedures.

Your data plays a vital role in enabling us to provide you with the advice 
you need, but the above should reassure you that we treat the collation 
and storage of this information with the utmost respect in order to 
minimize the risks of cyber crime. In short, we act as if that data  
were our own.
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Endnotes

1 BMA, NHS Backlog Data Analysis. Available at https://www.bma.org.uk/advice-and-support/nhs-delivery-and-workforce/pressures/nhs-backlog-data-analysis

2 YouGov. 17 April 2023. https://yougov.co.uk/topics/health/articles-reports/2023/04/17/one-eight-britons-turned-private-healthcare-last-1

3 Healthwatch, 8 December 2022. https://www.healthwatch.co.uk/response/2022-12-08/our-response-latest-nhs-elective-care-waiting-times

4 �Citizens Advice, 12 June 2022. "Over 40 million..." Available at https://www.citizensadvice.org.uk/about-us/about-us1/media/press-releases/over-40-million-
targeted-by-scammers-as-the-cost-of-living-crisis-bites/



Important notices

References to Mercer shall be construed to include Mercer LLC 
and/or its associated companies.

This contains confidential and proprietary information of 
Mercer and is intended for the exclusive use of the parties 
to whom it was provided by Mercer. Its content may not 
be modified, sold or otherwise provided, in whole or in 
part, to any other person or entity without Mercer’s prior                           
written permission.

This does not constitute an offer to purchase or sell                       
any securities.

The findings, ratings and/or opinions expressed herein are 
the intellectual property of Mercer and are subject to change 
without notice. They are not intended to convey any guarantees 
as to the future performance of the investment products, asset 
classes or capital markets discussed. 

Past performance does not guarantee future results. Mercer’s 
ratings do not constitute individualized investment advice. 
The value of investments can go down as well as up, and you 
may not get back the amount you have invested. Investments 
denominated in a foreign currency will fluctuate with the value 
of the currency. Certain investments, such as securities issued 
by small capitalization, foreign and emerging market issuers, 
real property, and illiquid, leveraged or high-yield funds, carry 
additional risks that should be considered before choosing an 
investment manager or making an investment decision.

This does not contain investment advice relating to 
your particular circumstances. No investment decision 
should be made based on this information without first 
obtaining appropriate professional advice and considering                         
your circumstances. 

Mercer provides recommendations based on the particular 
client’s circumstances, investment objectives and needs. 
As such, investment results will vary and actual results may                
differ materially. 

For Mercer’s conflict of interest disclosures, contact your 
Mercer representative or see http://www.mercer.com/
conflictsofinterest.

Information contained herein has been obtained from a range 
of third-party sources. Although the information is believed to 
be reliable, Mercer has not sought to verify it independently. 
As such, Mercer makes no representations or warranties as 
to the accuracy of the information presented and takes no 
responsibility or liability (including for indirect, consequential or 
incidental damages) for any error, omission or inaccuracy in the 
data supplied by any third party.

Mercer does not provide tax or legal advice. You should contact 
your tax advisor, accountant and/or attorney before making any 
decisions with tax or legal implications. 

Not all services mentioned are available in all jurisdictions. 
Please contact your Mercer representative for                                         
more information.

Investment management and advisory services for US clients 
are provided by Mercer Investments LLC (Mercer Investments). 
Mercer Investments LLC is registered to do business as “Mercer 
Investment Advisers LLC” in the following states: Arizona, 
California, Florida, Illinois, Kentucky, New Jersey, North Carolina, 
Oklahoma, Pennsylvania, Texas and West Virginia; as “Mercer 
Investments LLC (Delaware)” in Georgia; as “Mercer Investments 
LLC of Delaware” in Louisiana; and “Mercer Investments LLC, 
a limited liability company of Delaware” in Oregon. Mercer 
Investments is a federally registered investment adviser under 
the Investment Advisers Act of 1940, as amended. Registration 
as an investment adviser does not imply a certain level of skill 
or training. 

The oral and written communications of an adviser provide 
you with information about which you determine to hire or 
retain an adviser. Mercer Investments’ Form ADV Parts 2A and 
2B can be obtained by written request directed to: Compliance 
Department, Mercer Investments, 99 High Street, Boston, MA 
02110.

Certain regulated services in Europe are provided by Mercer 
Global Investments Europe Limited and Mercer Limited. Mercer 
Global Investments Europe Limited and Mercer Limited are 
regulated by the Central Bank of Ireland under the European 
Union (Markets in Financial Instruments) Regulation 2017, 
as an investment firm. Registered officer: Charlotte House, 
Charlemont Street, Dublin 2, Ireland. Registered in Ireland No. 
416688. Mercer Limited is authorized and regulated by the 
Financial Conduct Authority. Registered in England and Wales 
No. 984275. Registered Office: 1 Tower Place West, Tower Place, 
London EC3R 5BU.

Investment management services for Canadian investors 
are provided by Mercer Global Investments Canada Limited. 
Investment consulting services for Canadian investors are 
provided by Mercer (Canada) Limited.

April 2023

© 2023 Mercer LLC. All rights reserved.

6013333-WE  
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